Yossef Mohammed Ali

Cloud Infrastructure & DevOps Engineer | Azure & AWS | Terraform | Kubernetes

Cairo, Egypt | (420) 155 304 1880 | yossefali67@gmail.com
linkedin.com/in/yossef-ali | github.com/yossefseit | Portfolio | Open to Remote & Relocation

Professional Summary

Infrastructure engineer supporting enterprise and manufacturing systems across Windows, Linux, networking,
virtualization, identity, backup, and recovery. Builds Azure automation with Bicep and GitHub Actions,
including an application delivery pipeline using OpenID Connect (OIDC). Brings production troubleshooting
and IT/OT experience to cloud and DevOps roles, with additional AWS, Terraform, and Kubernetes learning
through an ongoing DevOps diploma and labs.

Technical Skills

Cloud Platforms: Microsoft Azure (VMs, VNets, NSGs, Storage, Entra ID, RBAC, Private Link, Private
DNS, Monitor, Backup, Azure CLI); AWS (IAM, VPC, EC2, EKS, ECR, ALB, S3, CloudWatch)
Infrastructure as Code & Configuration: Terraform, Bicep, Ansible

CI/CD & Source Control: Git, GitHub, GitHub Actions, GitLab CI/CD

Containers & GitOps: Docker, Docker Compose, Kubernetes, Helm, Argo CD

Observability & DevSecOps: Prometheus, Grafana, ELK Stack, SonarQube, Trivy

Systems & Scripting: RHEL, Ubuntu, Windows Server 2016/2019/2022, Bash, PowerShell, Python (basic)
Virtualization & Identity: VMware ESXi/vCenter, Hyper-V, Proxmox VE, AD DS, Group Policy, DNS,
DHCP, DFS, RDS

Networking & Security: TCP/IP, LAN/WAN, VLANs, Layer 2/Layer 3 switching, routing, VPN, NAT,
Cisco switching and wireless, FortiGate, Sophos Firewall, SSL/TLS, security hardening

Backup, Storage & Data: Veeam Backup & Replication, disaster recovery testing, Dell PowerScale, IBM
SAN, RAID, NAS, Microsoft SQL Server, Oracle

Languages: Arabic (native); English (professional working proficiency)

Cloud & DevOps Projects

Azure Application Delivery — Egypt Salary Calculator Aug 2026

o Built and deployed a React/TypeScript application to Azure App Service for Linux, with 55 calculation and
interface tests using Vitest and Testing Library.

o Configured GitHub Actions for tests, linting, and production builds; deployed build artifacts using GitHub
OIDC and an Azure managed identity.

o Diagnosed CI/CD configuration failures and verified a successful Azure deployment; documented runtime
configuration, deployment architecture, and local quality checks.

Technologies: Azure App Service, GitHub Actions, OIDC, React, TypeScript, Vitest

GitHub: github.com/yossefseit/egypt-salary-calculator

The Bicep labs below are authored and CI validated; live Azure deployment remains pending.

Secure Azure Hub-and-Spoke Lab Jul 2026

e Authored modular Bicep for hub, application, and data VNets, peering, routing, NSGs, ASGs, private
endpoints, and private DNS.

o Automated Bicep compilation and script checks in GitHub Actions; prepared deployment scripts, connectivity
tests, and ownership-checked teardown.

Technologies: Azure networking, Bicep, Private Link, Private DNS, GitHub Actions, Bash, PowerShell

GitHub: github.com/yossefseit/azure-secure-hub-spoke

Azure Governance Automation Lab Aug 2026

e Authored subscription-scoped Bicep for Azure Policy, RBAC, budgets, resource locks, and audit-first
governance controls.

e Added CI compilation and offline failure tests; wrote Bash and PowerShell lifecycle scripts with subscription
checks, what-if review, and ownership-checked cleanup.

Technologies: Azure Policy, RBAC, Bicep, GitHub Actions, Bash, PowerShell

GitHub: github.com/yossefseit /azure-governance-automation
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Professional Experience

IT Infrastructure Analyst Mar 2026 — Present

Electroluxr Group

o Operate and troubleshoot server, network, Wi-Fi, and workplace infrastructure supporting factory and office
operations in an IT/OT environment.

e Administer physical and virtual server environments and coordinate server-room operability with Facilities
and Global IT.

o Diagnose cross-layer connectivity incidents across switching, VLANs, DHCP, firewalls, and wireless
infrastructure; document recovery actions and configuration changes.

o Design and deliver Layer 2/Layer 3, fiber, LAN, and Wi-Fi connectivity for laboratories, warehouses,
machinery, and production equipment with R&D, Logistics, Engineering, IoT teams, and external partners.

e Apply infrastructure security standards and support OT asset management, network segmentation, shop-floor
patching, asset lifecycles, and infrastructure planning.

IT Infrastructure and Systems Specialist Jun 2025 — Jan 2026

Aegis

e Configured and managed Cisco switching and firewall infrastructure, monitored traffic, and troubleshot
network and security incidents.

e Administered Active Directory Domain Services, Group Policy, DNS, DHCP, user authentication, access
controls, domain trusts, and security configurations.

e Managed VMware ESXi and Proxmox environments, Dell iDRAC, Dell PowerScale storage, RAID, server
maintenance, and hardware upgrades.

e Administered Microsoft SQL Server and Oracle databases and developed backup, recovery-testing, and
disaster-recovery procedures.

IT Specialist Jul 2022 — Jul 2024

El Mostafa for Master Batch
e Administered Active Directory, DNS, DHCP, file services, user accounts, permissions, and Windows endpoints.

e Supported LAN infrastructure, switching, routing, network connectivity, business applications, and user
authentication.

e Resolved hardware and software incidents and coordinated vendors, asset tracking, repairs, and infrastructure
documentation.

Professional Training

DevOps Engineering Diploma — In Progress Aug 2026 — Expected Feb 2027

Route Academy | Siz-month hands-on program

o Curriculum covers Linux/RHEL, Git, AWS, Terraform, Ansible, Docker, CI/CD, Kubernetes, monitoring,
DevSecOps, and GitOps; developing practical skills through coursework and labs.

Azure Cloud Engineering Program Dec 2024 — Jun 2025

IT-Gate Academy | 220 Training Hours | Grade: Very Good
e Coursework aligned with Microsoft AZ-900, AZ-104, AZ-500, and AZ-700, plus Veeam VMCE, CCNA, and

Windows Server administration.

IT Infrastructure Program Jan 2024 — Apr 2024

IT-Gate Academy | 240 Training Hours | Grade: Very Good

e Coursework aligned with Cisco CCNA 200-301, Windows Server administration, Fortinet NSE4, and Sophos
Firewall administration.

Education

Bachelor of Science (BSc) in Management Information Systems (MIS) Aug 2019 — Sep 2023
El Shorouk Academy, Al Shorouk City, Cairo
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